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Issue: 

DTLS Clients 
The test ac,vity for DTLS Clients, that reject renego,a,on, are not accurate for DTLS 1.2.  
 
The test ac,vity for FCS_DTLSC_EXT.1.9, Test 4 requires the TSF to terminate the DTLS session aIer 
receiving a DTLS 1.2 renego,a,on request. For DTLS 1.2, the TLS Client is required only to reject the 
request to renego,ate the DTLS 1.2 session. 
 
Specifically, a TOE with a DTLS 1.2 Client does not take an ac,on to terminate the DTLS session when the 
DTLS 1.2 Client does not support renego,a,on and receives a Hello Request message. The DTLS 1.2 
Client is expected only to the ignore renego,a,on request sent from the DTLS server. No further ac,on is 
required by the DTLS 1.2 Client. 
 
This behavior is different from DTLS 1.3. When a DTLS 1.3 Client receives a Hello Request, the DTLS 1.3 
Client is expected to issue a fatal alert (Unexpected Message) and terminate the DTLS session. This is 
because in DTLS 1.3 there is no support for renego,a,on. AZempts to ini,ate DTLS 1.2 renego,a,on 
within a DTLS 1.3 session are forbidden. For TOEs with a DTLS 1.3 Client, the test ac,vity for 
FCS_DTLSC_EXT.1.9 Test 4 is accurate. 
 
DTLS Servers 
The test ac,vity for DTLS Servers, that reject renego,a,on, are not accurate for DTLS 1.2.  
 
The test ac,vity for FCS_DTLSS_EXT.1.9, Test 4 requires the TSF to terminate the DTLS session aIer 



receiving a DTLS 1.2 Client Hello renego,a,on request. For DTLS 1.2, the DTLS Server is required only to 
reject the request to renego,ate the DTLS 1.2 session. 
 
Specifically, a TOE with a DTLS 1.2 Server does not take an ac,on to terminate the DTLS session when the 
DTLS 1.2 Server receives a Client Hello renego,a,on request sent from the Client. The DTLS 1.2 Server is 
expected only to ignore the request to perform renego,a,on. No further ac,on is required by the DTLS 
1.2 Server. 
 
This behavior is different from DTLS 1.3. When a DTLS 1.3 Server receives a Client Hello renego,a,on 
request, the DTLS 1.3 Server is expected to issue a fatal alert (Unexpected Message) and terminate the 
DTLS session. This is because in DTLS 1.3 there is no support for renego,a,on. AZempts to perform DTLS 
1.2 renego,a,on within a DTLS 1.3 session are forbidden. For TOEs with a DTLS 1.3 Server, the test 
ac,vity for FCS_DTLSS_EXT.1.9 Test 4 is accurate. 
 

Resolu3on: 

FCS_DTLSC_EXT.1.9, Test 4: 

{old} 

Test 4 [condi,onal]: If "reject…renego,a,on aZempts" is selected, then for each selected DTLS version, 
the evaluator shall ini,ate a DTLS session between the so-configured TSF and a test server that is 
configured to perform a compliant handshake, followed by a hello reset request. The evaluator shall 
confirm that the TSF completes the ini,al handshake successfully but terminates the DTLS session aIer 
receiving the hello reset request. Note: It is preferred that the TSF sends a fatal error alert message (e.g., 
unexpected message) in response to this, but it is acceptable that the TSF terminates the connec,on 
silently (i.e., without sending a fatal error alert). 

{/old} 

{new} 
 
Test 4a [condi,onal, for DTLS 1.3 only]: The evaluator shall ini,ate a DTLS session between the 
TSF and a test DTLS 1.3 server that completes a compliant DTLS 1.3 handshake, followed by a hello 
request message. The evaluator shall observe that the TSF completes the ini,al DTLS 1.3 handshake 
successfully but terminates the session on receiving the hello request message. 
It is preferred that the TSF sends a fatal error alert message (e.g., unexpected message) in response to 
this, but it is acceptable that the TSF terminates the connec,on silently (i.e., without sending a fatal 
error alert). 
 
Test 4b [condi,onal, if the TOE supports DTLS 1.2 and rejects DTLS 1.2 renego,a,on aZempts]: The 
evaluator shall ini,ate a DTLS session between the so configured TSF and a test DTLS 1.2 server that is 
configured to perform a compliant handshake, followed by a hello request. The evaluator shall confirm 
that the TSF completes the ini,al handshake successfully but does not ini,ate renego,a,on aIer 
receiving the hello request. 
 



{/new}. 

FCS_DTLSS_EXT.1.11, Test 4: 

{old} 

Test 4 [condi,onal]: If "reject…renego,a,on aZempts" is selected, then for each selected DTLS version, 
the evaluator shall follow the opera,onal guidance as necessary to configure the TSF to nego,ate the 
version and reject renego,a,on. The evaluator shall ini,ate a valid ini,al session for the specified 
version, send a valid ClientHello on the non-renego,able DTLS channel, and observe that the TSF 
terminates the session. Note: It is preferred that the TSF sends a fatal error alert message (e.g., 
unexpected message) in response to this, but it is acceptable that the TSF terminates the connec,on 
silently (i.e., without sending a fatal error alert). 
 
{/old} 
 
{new} 
 
Test 4a [condi,onal, if the TOE supports DTLS 1.3]: The evaluator shall follow the opera,onal guidance as 
necessary to configure the TSF to nego,ate DTLS 1.3. The evaluator shall ini,ate a valid ini,al  
DTLS 1.3 session, send a valid client hello on the non-renego,able DTLS channel, and observe that the 
TSF terminates the session. 
 
Note: It is preferred that the TSF sends a fatal error alert message (e.g., unexpected message) in 
response to this, but it is acceptable that the TSF terminates the connec,on silently (i.e., without 
sending a fatal error alert). 
 
Test 4b [condi,onal, if the TOE supports DTLS 1.2 and rejects DTLS 1.2 renego,a,on aZempts]: The 
evaluator shall follow the opera,onal guidance as necessary to configure the TSF to nego,ate DTLS 1.2 
and reject renego,a,on. The evaluator shall ini,ate a valid ini,al DTLS 1.2 session, send a valid 
ClientHello on the non-renego,able DTLS channel, and observe that the TSF does not perform 
renego,a,on of the DTLS channel. 
 
{/new} 

Ra3onale: 

See issue sec#on 

Further Ac3on: 

None 

Ac3on by Network iTC: 

None 


